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BACKGROUND

The increasing risk of proliferation of biological weapons and related materials raises questions of what are the strategic consequences and what type of new political initiatives would be required to handle the BW-threat of today and the future. It is well known that it is extremely difficult to prevent the spread of biological warfare capabilities due to the dual-use nature of the biotechnology area, the deterrence benefit of acquiring biological warfare capabilities is difficult to define and the secrecy surrounding their development poses special problems when trying to prevent their use or threat of use. There is also a lack of information on the driving forces and motivations why some but not other states or non-state actors try to acquire a BW-capability. The relative ease with which the required technology and know-how can be acquired, the high levels of potency of agents, the huge psychological impact and the difficulties to detect preparations or ongoing BW-programs as well as the problems involved in defending against use of biological agents can be incentives for both states or non-states actors to initiate BW-activities. The ability to verify or confirm whether a nation is in compliance with its treaty obligations under the BTWC (the Biological and Toxin Weapons Convention) is the foundation of effective arms control and disarmament but so far attempts to negotiate a control mechanism for the BTWC have been prevented. One difficulty is that the capabilities for conducting research, development, production and testing for defensive purposes are almost identical what is required for offensive purposes thus making control and oversight extremely difficult and challenging. There are few aspects of a biological weapons program that are unique to offensive applications and that are readily detectable from the outside.
 
 

Measures to reduce global biological risks due to accidental and deliberate outbreaks of infectious disease require a coordinated, global strategy. Many disease control strategies focus on response to an outbreak, such as epidemiological surveillance and increasing the effectiveness and availability of therapeutics, improving diagnostic capabilities, and developing decontamination technologies. Preventive strategies, however, provide an opportunity to counter risks before they result in infection, examples of such measures being efforts to improve biosecurity and biosafety.

One consequence of the 11 September 2001 terrorist attacks and the international concerns then were the adoption of a series of UNSC resolutions.
 
 
 Another result was the establishment of the UN Counter-Terrorism Committee under the UNSC, to monitor the implementation of resolution 1373 and other UN initiatives, and the Policy Working Group on the United Nations and Terrorism, with a subgroup on WMD. In their report they state: ‘There is no reliable assessment of the quantity and quality of weapons, dual-use and related materials, devices and technologies in the possession of groups and individuals associated with terrorism. It is clear, however, that as long as stockpiles of any kinds of weapon-related materials, devices or technologies exist, terrorists may seek to obtain them’.
 A number of anti-terrorism Conventions have also been agreed. The Counter Terrorism Committee was authorized to receive reports about how States implement the twelve counter-terrorism UN treaties. It has been found that the level of reporting was high.  

Russia has indicated that it wants a new UNSC Committee to keep WMD away from terrorists.
 Britain has proposed the UN to take a more central role in fight against Weapons of Mass Destruction. The UN should establish a ‘counter proliferation committee’ along the lines of the previous counter terrorism committee.
 

UNSC Resolution 1540

The United Nations Security Council on April 28th 2004 unanimously adopted a resolution, cosponsored by France, the Philippines, Romania, the Russian Federation, Spain, United Kingdom and USA, asking states to take steps to deny and punish terrorists seeking Weapons of Mass Destruction and their means of delivery. States are requested to adopt and enforce ‘appropriate, effective’ laws and measures, such as export and border controls, to prevent non-state actors from acquiring and manufacturing WMD or related materials.
 It can be noted that it is not defined what is meant by appropriate or effective. States should also put in place controls and safeguards for WMD-related materials that can be misused. It is also mentioned that states should ‘take cooperative actions to prevent illicit trafficking’. Adopt national rules and regulations where this has not been done.
 
  Governments should report in 6 months to a Committee charged with reporting on its implementation to the Security Council. It is significant that the resolution was adopted under Article VII of the UN Charter, which recognizes punitive actions to preserve peace and security. It was also stated that none of the obligations set forth in the resolution should be interpreted so as not to conflict with or alter the rights and obligations to other arms control accords.
 The language of the resolution is drafted in broad terms and contains requirements that can be open for interpretation.
 One limitation is that there is no minimal standard indicated on what type of legislation and its implementation that can be accepted according to the resolution. The implementation of Article IV of the BTWC has been difficult to achieve in 30 years and it can only be hoped that resolution 1540 will help in this respect. Much will depend on how the 1540 Committee will evaluate the responses received. The task will be difficult as the Committee is very small with only 4-6 experts for the work.

Any enforcement action needed would require a new Council decision.
 What will be the situation if a state has the appropriate legislation but this is not implemented in a rigorous manner. Who can make this kind of determination on what grounds? It has been discussed that the resolution could be an alternative way forward instead of multilateral negotiating verification mechanisms for the BTWC. In reality there exists no contradiction because in this case the resolution covers only one specific aspect and can not substitute the treaties but instead the resolution is a complementary measure during a time when negotiations have been stalled for the BTWC.

Proposed Convention on criminalisation of acquisition, storage, development,

production and use of WMD

There is a well developed proposal that has been discussed previously at Pugwash meetings. It would create international law obligations not only to adopt criminal laws but also to vigorously enforce them. All covered offences would also be extraditable, and there would be a duty for other nations in the enforcement of their laws.
 This proposal would require acknowledgement of biological weapons crimes as universal jurisdiction offences in addition to requiring that states adopt their own criminal laws. A draft model Convention has been prepared based on the idea that security from biological terrorism can be strengthened by adapting an approach based upon criminal law. The draft Convention uses multiple strategies including judgements as to whether a specific mechanism is sufficiently effective to be worth the burden of implementing it. The draft is based on seven model treaties that establish universal jurisdiction.

The UN Report from the High level Panel on Threats, Challenges and Change: A more secure world: Our shared responsibility,

The High Level Panel convened by the UN Secretary General has presented their conclusions. The report puts forward a new vision of collective security, one that addresses all of the major threats to international peace security felt around the world. In the report it is mentioned that the security of the most affluent State can be held hostage to the ability of the poorest State to contain an emerging disease. Every threat to international security today enlarges the risk of other threats. International terrorist groups prey on weak States for sanctuary. Poverty, infectious disease, environmental degradation and war feed one another in a deadly circle. Improving global disease monitoring capabilities (WHO GOARN) can be seen as a means of fighting new emerging infectious disease, defending against the threat of biological terrorism and building effective responsible states. Concerning the biological threats it mentions the rapid developments in biotechnology, widespread capabilities to produce biological agents and the small quantities that can cause massive casualties. That a high damage attack has not occurred is not a cause for complacency but a call for urgent prevention. The report further states that States parties to the BTWC should without delay return to negotiations for a credible verification protocol, inviting the active participation of the biotechnology industry. It further says that States Parties to the BTWC should also negotiate a new bio-security protocol to classify dangerous biological agents and establish binding international standards for the export of such agents. Until multilateral negotiations yield a BTWC verification mechanism, the Security Council should avail itself of the Secretary-General’s roster of inspectors for biological weapons, who should remain independent and work under United Nations staff codes. This roster of inspectors should also be available to advise the Council and liaise with WHO authorities in the event of a suspicious disease outbreak.

Given the potential international security threat posed by the intentional release of an infectious biological agent or an overwhelming natural outbreak of an infectious disease, there is a need for the WHO Director-General, through the United Nations Secretary-General (UNSG), to keep the Security Council informed during any suspicious or overwhelming outbreak of infectious disease. In such an event, the Security Council should be prepared to support the work of WHO investigators or to deploy experts reporting directly to the Council, and if existing International Health Regulations (IHR) do not provide adequate access for WHO investigations and response coordination, the United Nations Security Council (UNSC) should be prepared to mandate greater compliance. In the event that a State is unable to adequately quarantine large numbers of potential carries, the Security Council should be prepared to support international action to assist in cordon operations. The Security Council should consult with the WHO Director-General to establish the necessary procedures for working together in the event of a suspicious or overwhelming outbreak of infectious disease.  

Concerning terrorism it says that the UN ability to develop a comprehensive strategy has been constrained by the inability of Member States to agree on an anti-terrorism convention including a definition of terrorism. This prevents the United Nations from exerting its moral authority and from sending an unequivocal message that terrorism is never an acceptable tactic, even for the most defensible of causes. There would be particular value in achieving a consensus definition within the UN General Assembly, given its unique legitimacy in normative terms, and that it should rapidly complete negotiations on a comprehensive convention on terrorism. 

In the forward the Secretary-General points out concerning biosecurity: ‘We need to pay much closer attention to biological security. Our response to HIV/AIDS was, as the report says, shockingly late and shamefully ill resourced, and donors are still not providing anything like the amount of aid needed to halt the pandemic’. But the report goes further. It calls attention to the overall deterioration of our global health system, which is ill-equipped to protect us against existing and emerging infectious diseases, and it highlights both the promise and the peril of advances in biotechnology.
 The report points to the obvious problems in the biological field but it has also transferred these questions to the highest political level. The linkage made between the UN Security Council and the WHO is interesting indicating that if the IHR does not give adequate access for investigations in a case of intentional release the UNSC should be able to act.

In preparation for the UN summit in September 2005 the UNSG presented a report ‘In Larger Freedom, Towards Security, Development and Human Rights for All’ to the UNGA in March 2005. Here are listed examples of the recommendations given for world leaders
: 
· Confirm and implement a new security consensus based on the recognition that threats are interlinked and no state can protect itself acting entirely alone;
· Pledge full compliance with the NPT; CWC and BTWC;

· Conclude a comprehensive convention on terrorism by September 2006, which includes a definition of terrorism.

Proposal for an international biosecurity convention.

It has been proposed to develop an international biosecurity convention that could be a support to the BTWC. The biosecurity convention would prevent proliferators and terrorists from acquiring biological warfare agents and know-how as well as making tracing of agents used in bioterrorism attacks easier. A model for the convention could be the 1994 Nuclear Safety Convention. There would be three parts: 1. a legal commitment by the contracting parties; 2. a set of universal standards for the physical protection, control, licensing, and reporting of dangerous pathogens and toxins; and 3.  mechanisms for the oversight of national implementation through periodic meetings of the parties, and for modifying the list of controlled agents and the biosecurity standards in response to advances in biological science and technology.
 
 
WHO role for biosafety and biosecurity

The WHO Biosafety programme exists to address these issues and to assist Member States in achieving uniform biorisk management. Such steps are the 3rd edition of the WHO Biosafety Manual and the new UN Model Regulations for the Transport of Dangerous Goods. Formal biosafety activities have been part of WHO for more than three decades including the establishment the Biosafety Advisory Group. Five collaborating centres currently support WHO’s biosafety activities situated in Australia, Canada, Sweden and two in the US. The biosafety programme in WHO aims to: 

· raise biosafety awareness in biological and medical laboratories, research centres, production facilities, public health institutions, and during transport;

· reduce to the extent possible the natural or deliberate release of agents of communicable diseases from laboratory facilities and during transport;

· support adoption and implementation of WHO laboratory biosafety and biosecurity guidelines; and

· promulgate best biosafety practices through coordination of training and advocacy activities with global partners. 

Biosecurity concerns the international community, governments, industries, laboratories as well as individuals. For some time now the WHO (World Health Organisation) has together with other relevant international organisations initiated work on developing guidelines for biosecurity. Laboratory biosecurity practices should be a logical extension of good laboratory biosafety procedures and good management practices. A fundamental benefit of laboratory biosecurity is the reduction of the risk that valuable biological materials may be lost, subject to unauthorized access, stolen or used inappropriately. As such, laboratory biosecurity is an important complement to laboratory biosafety, which aims to prevent exposure to or release of microorganisms from a laboratory. Laboratory biosecurity and laboratory biosafety are both essential to good laboratory practice. The primary objective of both is to keep valuable biological materials safe and secure inside the laboratory. The difference lies in the subtle differences between protection against accidental laboratory exposure or release (biosafety) or loss through accident, carelessness or intention (biosecurity). Biosafety and biosecurity should be complementary activities that function as seamlessly as possible.

Mechanism for alleged use of BW
The primary international mechanism for the investigation of the use of biological or toxin weapons is a procedure run under the auspices of the United Nations Secretary-General including the detailed guidelines drawn up for the conduct of an investigation (Annex II). In addition the UNSG was mandated to obtain and maintain lists of national experts, equipment and laboratories that may be used in the conduct of the investigation.
 A comprehensive study on the role of the United Nations in the field of verification was carried out 1990. Here it was also discussed possible expansion of the Secretary-General’s fact-finding activities.
 In addition to carrying out of inspections, the UNSG was mandated to obtain and maintain lists of national experts, equipment, and laboratories that may be used in the conduct of the investigation. Member States placed items on these lists but the selection of individual items from them was the responsibility of the Secretary-General. The mechanism does not authorize the investigation of for example alleged development or stockpiling of biological or toxin weapons. Based on this review of the mechanism it can be discussed if it is not now time to re-establish an effective UN procedure for investigating allegations of biological weapons use or suspicious outbreaks of disease. A proposal was presented by UK at the BTWC expert meeting in 2004.

It has also been proposed by Sweden
, France and UK to retain the UNMOVIC inspection force as an independent international permanent or a UN authority for potential investigations in the areas of biological and missiles as no international body at present has this authority.
 
 The idea was supported by the EU, Russia and Canada so far and also by NGOs.
 
 
 

DISCUSSION

The question of preventing proliferation of BW and preventing bioterrorism acts have now been taken up on the highest political level which now is essential in order to make progress. The UN High Level panel and report has pointed to the obvious problems in the biological area. It is positive that progress now might be possible concerning a comprehensive convention against terrorism which should also then cover NBC-terrorism acts. UNSC Resolution 1540 then means that states should report on their legislation and measures taken in this respect. As pointed out in the UN report it would be needed also to have a convention on biosecurity. Here it can be discussed what this would include. This would be complementary to the BTWC and would support its aims. To negotiate such convention should be a priority but would though take time. The action that the international community could take now is to support actively also through funding increased activity from the WHO/FAO/OIE to develop internationally accepted biosecurity standards as there already exists for biosafety. These standards are though only recommendations for member states but if sufficient funding is provided these organisations could link up with regional collaborative centres that could promote training of scientists and monitor developments in the area. It is needed to promote a biosecurity culture in the scientific community.
A biosecurity convention and a comprehensive convention against terrorism would be complementary and would reinforce the norm of the BTWC. What is though still lacking is a mechanism for enforcement and to monitor compliance in a state. This is also true for the conventions against terrorism for which limited focus has been on how to monitor compliance with them. The question of the need for a verification mechanism for the BTWC as well as for the other proposed conventions will still remain unsolved. Proposals such as those presented above for a mechanism for investigations of alleged use or other non-compliance acts do not yet at this time gain consensus support among all states but this has to change in the near future. 

In the present situation it is important that the UN gets more involved in the fight against proliferation of WMD. One proposal could be a High Level Panel to present a report on these issues taking into account the results of the Blix Commission that will be presented in 2006. The UN and WHO should also now take on a leading role to look at the possibilities to develop a biosecurity convention taking into account other on-going activities dealing with this.  
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